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machinery in a

GxP environment
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Food Processing and
Packaging Machinery

VDMA-guideline on integration of
intelligent components in
packaging and processing
machinery in a GxP environment
Frankfurt am Main, January 10,
2013 — This guideline outlines the
requirements arising from 21 CFR
11 and structures the data
interchange to take account of
these requirements.
Furthermore it specifies the
communication protocol
VDMAXML version 2.0 to facilitate
communication in a GxP
environment. Examples of the
implementation of GxP-specific
services are given in the appendix
of the guideline.

The guideline published as VDMA
Document Food Processing
Machinery and Packaging
Machinery No. 9, revised edition
2012, is downloadable free of
charge from the VDMA
publications database at
www.vdma.org/nuv.

Contact: Dr. Peter Golz, VDMA
Food Processing and Packaging
Machinery

VDMA P.O. Box 710864 60498
Frankfurt am Main Germany
Ph: +49 69 66 03-1656,
+49 69 66 03-2656
peter.golz@vdma.org

Preliminary remark on the 2012 revision

This VDMA Publication was revised in 2012. As compared with the first
edition of 2004, the following modifications have been made:

» Editorial revision of the Introduction, aiming at attaching a
higher priority to the core topic of the publication — namely
integration of components in machinery.

o Shifting of the specified services ‘Login/Logout’; ‘Change
of password’, ‘Format’, ‘AuditTrail’, ‘EventLog’ and ‘BatchCon-
trol’ to the Appendix of the publication. This is to illustrate that
these specified services do not belong to the mandatory part of
the specification of the communication protocol VDMAXML_P,
resulting in the fact that, in the case of components support-
ing VDMAXML_P, no support for these services can be be presup-
posed, but that their implementation may be subject to special
agreement.

» The status of attribute ‘s’ - memory category - is changed
from ‘mandatory’ to ‘optional’. This is to account for the prac-
tice of implementation. « The version number of VDMAXML_P is
set to 2.0. This version is compatible with version 1.0.

1. Introduction

In 21 CFR, Part 11, the American regulatory agency, the FDA, has set
out its requirements for the use of electronic documents and electronic
signatures in the pharmaceutical industry. This also has consequences
for the supplying industries. Thus, it is expected of the manufacturers
of packaging and processing machines for the pharmaceutical industry
that the machines meet the requirements of 21 CFR, Part 11. In imple-
menting these requirements, the integration of intelligent components
assumes a position of key significance. This being so there are funda-
mentally two types of integration to be distinguished: integration in a
machine and integration in a production or packaging line. These types
are illustrated schematically in Figures 1 and 2.
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Fig. 1: Scheme for integrating intelligent components in machines
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Fig. 2: Scheme for integrating machines and components in produc-

tion or packaging lines
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Fig. 3: Reduction of complexity by using standardized protocols

Current situation: Individual solutions for each user and each component

This working paper deals with the integra-
tion of intelligent components in a pack-
aging or processing machine (Fig. 1). It
should, however, be pointed out here that
the considerations set out in this working
paper about the data interchange between
components and a machine apply corre-
spondingly to the communication between
machines of one line or the communication
between a machine and its higher-order
PCS/MES.

The concept presented here for integrating
components in a machine has the objec-
tive of locating all responsibilities relating
to electronic records in the higher-order
machine (Section 3). This approach has the
substantial advantage that the machine
manufacturer can achieve compliance with
the requirements of 21 CFR 11 regardless
of the configuration chosen at component
level by the user. The consequences of this
concept for the data interchange between
component and machine are set out in Sec-
tion 5 by means of examples of a simple and
a complex component.

The efforts of integrating intelligent com-
ponents can be further reduced when the
data interchange between the component
and the machine necessary to ensure com-
pliance with the requirements of 21 CFR 11
is implemented on the basis of a standard-
ized protocol. This is illustrated by Fig. 3
in which OPC represents communication via
intermediate communication layers. In or-
der to reach this objective, an XML protocol
called VDMAXML_P is specified in Section
6 which fulfills the requirements set out
in Section 3 for data interchange between
component and machine.

Communication based on VDMAXML_P makes
it easier to meet the requirements for a
central administration of user authoriza-
tions, a central audit trail or a central
format management. For the purposes of
supporting the implementation of this re-
quirement as an optional implementation
of the protocol, this publication defines the
structure of the data interchange for vari-
ous services such as log-on/log-off, change
of password, format activation, audit trail
and event log as well as the variables need-
ed for this (Appendix lll (informative)). By
this means the planning of these services is
significantly simplified.
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) Future: Integration is achieved by direct or indirect use of a stand-

VDMAXML_P supports the imple-

O ardized XML protocol mentation of a communication
c architecture based on software
Q e components acting as message
b rrandr I | - B I | | | D | l E | r | broker. The presence of such a

broker architecture, however, is

E not a pre-requisite for the inte-
0 @ gration of components by means
rud of VDMAXML_P. Appendix V (in-
| - \'“\\ formative) contains directions to
- | = | | e I | i | | | Bysine | | i | be followed. when implementing a
O broker architecture in accordance

with the VDMAXML_P concept.
The VDMAXML_P protocol is designed for communication between com-
ponents and a software package — not further defined and in the fol- The mechanisms specified in the
lowing called “communicating party” — responsible for communication VDMAXML_P protocol can also be
with the other software modules of the machine such as visualization, used for communicating with a
format data storage, etc. In doing so, the component is not required to  higher-order control system. For
know which component of the machine’s is the sender or the recipient, this purpose, however, a separate
respectively, of the relevant message. Such communication structure is  specification is necessary for data
advantageous when it comes to the implementation of project-specific interchange between the machine
requirements, the subsequent integration of components, the imple- and the control system level.
mentation of central services as well as the implementation of line con-
trol panels.
2 Definition of terms
Term Definition
Audit trail In audit trail files, events resulting in the production, amendment or
deletion of an electronic record are captured.
Communicating party Non-specified recipient or sender of VDMAXML_P messages.
DataClient A component (e.g. visualization) requiring the current contents of a PV. Sender
or addressee of VDMAXML_P messages.
DataServer A component (e.g. a device or control unit) which contributes to the variables
housekeeping of the machine. Sender or addressee of VDMAXML_P messages.
Events Changes in state of process variables or defined events which are to be logged.
GxP All types of “good practices”, e.g. Good Manufacturing Practice.
HMI All types of user interfaces or operating elements (Human-Machine Interface).
Intelligent component Functional unit in a machine equipped with independent computing power and
its own functional software (including functions for self-monitoring and opera-
tional checks).
o | Manufacturer The manufacturer of the entire machine.
§ MES Management Execution System.
S | orC Open Process Control - a communications concept for the Microsoft Windows
% environment.
é PCS Process Control System.
S | Process variable (PV) Variable used for process control and of importance to several subsystems of
:4,:' the whole system of the packaging or processing machine.
_ | Supplier The manufacturer of an intelligent component.
o TCP client A client as defined in a TCP/IP network.
£ | TCP server A server as defined in a TCP/IP network.
g VDMAXML_P message Message in the VDMAXML_P format.
£ | xmL Extensible Markup Language.
<
=
(a4
<
z
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3. Requirements arising from 21 CFR 11

When intelligent components are integrated in machines, the respon-
sibilities for the functions falling under 21 CFR 11 lie with the higher-
order machine (Overview 1). Accordingly, there is usually no need to
document compliance of the integrated component with the require-
ments of 21 CFR 11. For the higher-order machine, however, the follow-
ing requirements have to be fulfilled in order to establish compliance of
the machine with 21 CFR 11.

. It has to be ensured and documented that the desired values for
the process variables of the integrated components match the for-
mats or formulations laid down in specifications.

. The higher-order machine must be able to transfer the desired
values of process variables for control of the component to the
latter.

. The higher-order machine must be able to verify at any time that
the desired values of the process variables of the component in
question match the specifications for the current format or formu-
lation (format or formulation comparison).

. If the desired values of the process variables can be changed di-
rectly at the component, via an independent HMI, it has to be
ensured that these changes can only be carried out by author-
ized users. To do so, user administration ensues centrally via the
higher-order machine (even when logging on via the local HMI).
These changes must be reported to the higher-order machine.

. There is no permanent storage of data relevant to quality in the
component (e.g. batch protocols).

. The component does not have its own audit trail.

Overview 1: Schematic listing of responsibilities

Component Machine?
User administration - X
Log-on x)1) X
Formulation and format - X
control
Audit trail - X
Reporting changes of (x)2) X
specified desired
values relevant to quality
Permanent > X
documentation of
process data (archive)
Report generator X

1) If the log-on provides authorization to amend desired values relevant to quality, this has
to be done by using the machine’s central user administration system.

2) If specified desired values can be amended via a local HMI, it has to be ensured that this
can only be done by authorized persons and that the change is notified to the higher-order
machine.

3) The details of data interchange between component and machine presented in this work-
ing paper also apply when the responsibilities listed are transferred from the machine to the
PCS/MES level.

22

4. General technical
requirements for data
interchange between
component and machine
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e Low coupling
+ Low complexity

o Open, manufacturer-neutral
solution independent of
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« Based on known industry
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« Scalability to different de-
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components
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5. Data interchange between machine and intelligent components

5.1 Degree of complexity of a component

Features of the component applies to components of low applies to components of
complexity high complexity

Log-on on the component no yes

High number of process no yes

variables specific to component

Learning system with format no yes

management

External storage of data in no yes

archive

Reporting of GxP-relevant no yes

events

Own audit trail no possible; not permitted
whenintegrated in machine

Own report generator no possible; not permitted when
integrated in machine

5.2 Data interchange between machine and a com
plex component by means of the example of a cam-
era system

A camera system is characterized in that it is a learning sensor whose
reference parameters consist of values which are not definable in ad-
vance. To carry out its assigned function, the system is usually equipped
with its own user interface. Another characteristic is that numerous
process variables of the system are format-dependent. From the GxP
perspective, what are the consequences of these characteristics of
complex systems for the data interchange between component and ma-
chine?

Log-on:

The log-on for using the user interface of the component ensues on the
component itself. This also applies to the identification of the user.
Once identification has been entered, the user is logged on to the cen-
tral user administration in the higher-order central user administration
system which reports back with the user authorizations entered for the
user.

Loading of format-dependent desired values of process
variables:

Due to the high number of format-dependent desired values of process
variables these are managed on a device-internal basis. The basic set-
tings applicable to the individual formats are documented as part of the
qualification. For GxP purposes it is sufficient that the higher-order ma-
chine transfers the name and current version of the format to be loaded
and that the component reports back that the specified format matches
the loaded format. If changes are made to the basic settings during
operation, these are to be communicated to the communicating party.

Changes to basic setting
values (format-neutral ba-
sic settings) in the course
of configuration manage-
ment:

Changes in basic setting val-
ues are documented within the
framework of the change control
process during operation and are,
accordingly, not part of the audit
trail of the machine. For example,
if a force transducer based on a
strain gauge is replaced by a pi-
ezoelectric one, the desired val-
ues of the format are unaffected
by this. At the same time, howev-
er, the setting parameters of the
software may be affected. This,
together with the activities for
modifying the plant, is document-
ed and validated in the course of
ChangeControl.

Archiving:

There is no permanent storage of
the GxP-relevant files and data in
the component. Insofar as data or
files produced by the component
are to be archived, these have
to be transferred — in a suitable
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form — to the central archive serv-
er. Transfer is documented via the
audit trail.

Audit trail:

Responsibility for the audit trail
rests with the higher-order ma-
chine. The component reports
GxP-relevant events. No audit
trail is kept by the component.

Report generator:

The component does not draw up
any GxP-relevant reports. Data
and files which the higher-order
machine needs for producing re-
ports are provided by the compo-
nent on request.

5.3 Data interchange
between machine and
components of low

complexity bymeans of
the example of a
temperature sensor

By comparison with a camera
system, a temperature sensor is
a simple system. It measures the
temperature and reports this ac-
tual value to the higher-order ma-
chine. GxP-compliant production
requires calibration of the tem-
perature sensor.

Log-on:

No log-on capability is provided
for on the component.

Loading of format-dependent de-
sired values of process variables:

GxP-relevant desired values and
tolerances of process variables
are not managed on a device-in-

ternal basis but rather transferred
directly from the higher-order ma-
chine to the component. The high-
er-order machine must be able at
any time to verify the set desired
values of the GxP-relevant process
variables of the component.

Archiving:

An archiving function is not pro-
vided for.

Audit trail:

No audit trail is kept by the com-
ponent. The component reports
the actual value of the measured
value to the higher-order ma-
chine.

Report generator:

It is not possible for the compo-
nent to produce GxP-relevant
reports.

6 Standardized communication between machine and components

Communication between the machine and its components has various levels which are to be described with
reference to the ISO/0SI layer model.

Layer Name Implemented by Significance

7c Application Programs and con-ventions Services such as log-on, BatchControl,
Format Management, etc.

7b Special process variables Definition of special process variables and
message contents

7a Process variables Exchange of process variables

6 Presentation VDMAXML_P message Conventions about message structure

5b Session Broker, DataClients, Agreements about how the

DataServers broker, the DataClients and the data sources

process messages

5a Sockets Message transmission

4 Transport TCP

3 Network IP

2 Data link Ethernet

1 Physical
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The assignment of layers 5 and 6 is substantially used for structuring. Layer 5 comprises the actual mes-
sage transmission via TCP sockets (5a) and the agreed behavior of the participating communicating par-
ties (5b).
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6.1 Communication
layers 1 to 4

For layers 1-4, a TCP/IP network
having Ethernet architecture is
laid down. Components which
do not have a TCP/IP-compliant
Ethernet interface and/or have
not implemented the VDMAXML_P
protocol, must be integrated indi-
rectly via a DataServer.

BLC In the maching

Fig. 5: Indirect integration of
devices which are not compliant
with VDMAXML_P (Text in Figure:
Komponente=Component)

Fig. 5 presents two methods for
integrating a device having only
one RS232 interface: Component
2 is connected to the RS232 inter-
face (or 1/0s) of a stored-program
control (SPC) device. The data
of component 2 are present as a
copy in SPC variables which are
accessed via VDMAXML_P. The SPC
sends or receives the data for the
component via the RS232 inter-
face and thus plays a proxy role.
In the second variant the RS232
interface of component 3 is con-
nected to the PC on which a soft-
ware package called a DataServer
is running which implements the
VDMAXML_P protocol to the com-
municating party — e.g. a mes-
sage broker — and transfers the
commands to the RS232 interface.
There may be straightforward con-
version to a different transmission
architecture (R5232) or conversion
of contents to a proprietary proto-
col of component 3.
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6.2 Communication layer 5a

Transmission ensues via simple TCP sockets. The DataServer and the
devices provide TCP server sockets which the broker can address. The
broker provides TCP server sockets which can address DataClients such
as visualization or other programs. A component is identified by its IP
address and its TCP server port.

6.3 Communication layer 5b
This layer lays down how the communicating parties are to behave.

o Each TCP client is responsible for its connections. If a connection is
broken off, the TCP client must try regularly to reestablish it.

o Each TCP server ensures that it is addressable.

» Each TCP server is responsible for subordinate devices and connec-
tions.

» In the case of implementing a broker architecture, the broker knows
all process variables and takes over the routing of the message. It
ensures that all subscribers and all other registered data sinks are
informed of changes of state of a variable (see also Appendix V).

6.4 Communication layer 6: Standardized XML protocol for com-
munication between machine and component

In the following, a message-based communications strategy for data
interchange between component and machine is set out. The addressee
of all messages is a software component of the machine, in the follow-
ing called communicating party for simplification. This software com-
ponent can be a message broker which determines the final recipients
of messages and passes the messages on to these. The function of the
broker within this communications concept is explained in more detail
in Appendix V.

The sender of the message need not know which functional units in the
machine finally process the dispatched message. The component com-
municates with the machine by means of the standardized XML protocol
‘VDMAXML_P’.

6.4.1 Structure of VDMAXML_P messages

All VDMAXML_P messages are documents complying with the XML con-
ventions. Moreover, the following agreements apply:

1 Each document consists of a root element <VDMAXML_P> and an
element inside that, comprising the actual message content.

2 The single subelement in the VDMAXML_P element has the name of
the function of the message (e.g. STATE, PUT).

3 The information needed (apart from the data) is transported in the
form of attributes.

4 The data should be short (no large fields or texts). The total length
of the string should not normally exceed 2,000 bytes1.

5  Documents must be transmitted in UTF-8 encoding.

6 The content of an element consists either of a character string
or one or more elements. In the latter case blank characters, tab
characters or line feeds (CR and/or LF) are permitted for structur-
ing purposes.
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6.4.2 Types of VDMAXML_P messages

The subelement of the root element contains the actual message. In the
following, the term “message” is generally used as a synonym for this
element. The following types of messages are distinguished.

Message type | Meaning

STATE Reports the current new state of a variable

GET Requests the communicating party or DataServer to
report the content of a variable

PUT Requests the communicating party or DataServer to
set a variable to a certain value

SUBS Subscribes a variable to the communicating party or
a DataServer. Whenever the variable changes, the
DataServer is to report the current value of the PV. In
any case, the DataServer supplies the value of the
variable for the first time when the subscribe
command is invoked.

UNSUBS Cancels the subscription of this variable.

Note:
All message types shall be implemented on a component.

6.4.3 Attributes of a VDMAXML_P message

In VDMAXML_P messages, only the attributes listed below may be used.
Only a few of these need to be understood by all components. If any one
of these attributes is not understood by a component it is to be ignored.

Attribute | Name Meaning Mandatory | Note
v variable Name of variable X 1
s storage Memory category, at present: 8

cur (current, present value)

mem (temporarily stored value)

fmt (format memory)

cmd (command)

state (status report)

visu (reserved for visualization)

vds (DataServer control)

login (reserved for log-on inquiries)
msg(message, not stored by communicating party)

f from ComponentID of sender 7

t time (UNIX) Time stamp 2

k kind Kind of data, physical variable, 3
e.g. temperature, pressure

u unit Physical unit employed, e.g. 4
mm, inch, torr

[¢ command | Defined, embedded commands, 6
at present: i =invalidate

d data type | Data type, e.g.: i1, ui4, number 5

Notes:

1) Names for process variables must be allocated by the manufacturer or agreed with the
latter. They, therefore, have global validity.
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2) The time stamp is expected and sent in
the form of a decimal numerical rep-
resentation of a 32 bit variable in ac-
cordance with the UNIX convention.
The time stamp is optional. DataServers
should not send a time stamp when the
timings of the components are not ex-
actly synchronized (by network timing).
If the exact time is relevant, then — in
cases of doubt — the timing of the com-
ponent’s communicating party is taken
as reference.

3) The type of variable is used for consist-
ency testing and can be specified op-
tionally. In general, however, the speci-
fication is not used at run time. The
internationally agreed variables in the
Sl system are to be used.

4) The unit of measure used should be stated
if it is not certain that it is the same
as the system unit of measure for this
process variable. If possible the inter-
nationally agreed variables of the SI
system should be used.

5) The data format relates to the implemen-
tation in the device and is independent
of the global definition of the process
variables. It can be used for consistency
testing. Defined data types should be
used.

6) These commands offer the possibility of
embedding control information in the
data stream. Defined so far is: c="i"
(invalidate). In this way a DataServer is
to communicate that the PV in question
is invalid, e.g. because its state could
not yet be determined or communica-
tion to the device has broken down. A
communicating party shall also be able
to process an empty attribut “c” with-
out the communication breaking down.

7) The optional ComponentID should be set
when identification of the sender is
relevant to a service (e.g. log-on re-
quest).

8) Memory class ‘s’ is particularly intended
for a broker architecture and has an
effect on message routing inside the

machine.

6.4.4 Example of a
VDMAXML_P message

In the following, the structure
of the message is illustrated, by
means of which a component in-
dicates that the process variable
“FillLevel” has changed to the
value “305 (mm)”. This is done by
means of a “STATE” (status) re-
port. All messages are structured
according to the same pattern.
Only the “STATE” tag is replaced
as required by the meaning of the
message, e.g. PUT or GET.

o)
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Example
<VDMAXML_P>

<STATE t="99458543” s="cur” v="FillLevel” u="mm” >305</STATE></VD-
MAXML_P>

Meaning

<VDMAXML_P> the envelope element of a VDMAXML_P message
<STATE the opening tag of a STATE report

£="99458543” time stamp

s="cur” memory category “cur” = current = present

measured value

v="FillLevel” name of process variable

u="mm” measured value expressed in mm

>305< filling level at time of notification = 305 mm
/STATE> the closing tag of the report

</VDMAXML_P> the closing tag of a VDMAXML_P message

The message may contain blanks, tab characters and line feeds (CR
and/or LF).

6.4.5 Role of DataClients and DataServers in the system

Whether a component plays the role of a DataClient or a DataServer in
the system depends on the functionality provided or used at the time
by the component.

If the component provides process variables or services of layer 7c, it
is a DataServer.

If the component has an interest in variables of another component or if
it uses one of the services of layer 7c, it is a DataClient.

If a component makes available its own process variables and itself
needs process variables from other components or would like to address
services of layer 7¢, it must simultaneously be both a DataServer and
a DataClient. That is to say the component must implement both the
DataClient and the DataServer functionalities specified below.

By means of this binding definition it is laid down which functionality a
component must implement in order to successfully communicate with
the other components in the integrated system.

‘ DataClient
1T
1]
/’L The direction of the
Broker arrow identifies the
\‘\ flow of the message
E 4 3 % : Fig.6 Communication
| l I between DataClient
| and Deta Srver via
bricker
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6.4.5.1 DataClient

A DataClient may send only the
following messages set out in Sec-
tion 6.4.2:

o GET
o PUT
» SUBS
» UNSUBS

A DataClient may only process
STATE messages. All other mes-
sages are not permissible. A Da-
taClient must not respond to an
invalid message but it must en-
sure that it continues to function
correctly. It should log the invalid
message. It processes only STATE
messages which it either receives
in response to a sent GET or re-
ceives at undefined intervals from
the communicating party due to a
previously executed subscription
(SUBS).

A DataClient must not send any
STATE messages, as these always
indicate just the state of a process
variable and a client does not pos-
sess its own process variables.

A DataClient is the initiator of a
communication process. It sends
GET, PUT, SUBS or UNSUBS mes-
sages to the communicating party
which then passes these on to
the corresponding DataServer or
service provider. The latter in
turn sends a reply in the form of
a STATE message for a GET and a
SUBS. In the case of a SUBS mes-
sage, the DataClient then receives
for every change in the subscribed
variables a corresponding STATE
message which has been initiated
by the DataServer. If no answer
is received within a defined time
(timeout) it can assume that there
is an error in the system.

Following a PUT message, the
client receives no direct answer
back. The DataServer receiving
the message will attempt to set
the process variable and then
send a STATE report to the sys-
tem, containing either the newly
set process value or “invalidate”
if for some reason the value could
not be set. In order that the cli-
ent which initiated the PUT is
informed of this change or can
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check the PUT, there are in principle two possibilities:

- it sends an explicit GET for this variable in order to interrogate the
value once again

or

- prior to the PUT it has registered itself by a SUBS for changes in the
values of these process variables.

The DataClient receives no reply to an UNSUBS message. Afterwards it
receives no further STATE reports for this variable. Due to the undefined
timing behavior, however, it is certainly possible for the DataClient af-
ter sending an UNSUBS message to continue to receive STATE reports if
these have already arrived at the communicating party before the UN-
SUBS was sent but are only distributed after this. The DataClient must
be prepared for this and must not respond with an error.

The client can indicate an error situation to the user but it must ensure
to continue functioning correctly.

If a component is additionally to provide DataServer functionality, it
must also implement DataServer functionality (see Section 6.4.5.2).

6.4.5.2 DataServer

A DataServer may send out only STATE messages. A DataServer never
sends a GET, PUT, SUBS or UNSUBS message. A DataServer sends out
STATE messages only for process variables which are identified in it as
subscribed or are requested by a GET. A subscription exists when the
DataServer receives a SUBS message for a process variable from the
communicating party.

On the other hand, a DataServer may receive only GET, PUT, SUBS and
UNSUBS messages. It must not respond to invalid messages and must
ensure to continue functioning correctly.

A DataServer knows no reference count for SUBS and UNSUBS messages.
If it receives a SUBS message for a process variable, it marks this as
subscribed and thereafter for each change in the process variable sends
a STATE message to the communicating party. Other SUBS messages are
answered by the DataServer with a STATE message containing the cur-
rent value of the variable. In the case of an UNSUBS message the vari-
able is again labeled as not subscribed and further UNSUBS messages are
ignored by the DataServer.

In the event of a loss of connection to the communicating party or a
communications error, the DataServer deletes all subscriptions and en-
sures that it can be reached again from its server port. It then waits for
the communicating party to establish a connection to it.

If a component is additionally to provide or need DataClient functionali-
ty, it must also implement DataClient functionality (see Section 6.4.5.1).

6.4.6 Definition of message flow
The message flow of each message is described below.

It is generally the case that for each nonexecutable command an invali-
date in the form of a STATE message is sent from the component which
can first find the error. This may be the communicating party, or the
DataServer for which the command is destined.

In version 2.0 of the specification, a global process variable always ex-
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ists in precisely one DataServer.
There are never two DataServers
from which the same global vari-
able is supplied.

6.4.6.1 Message flow in the case
of PUT messages

A PUT message is always initiated
by the DataClient. The purpose
of the message is to set a process
variable to a defined value.

1. The client sends the PUT
message to the communicating
party.

2. The communicating party iden-
tifies the DataServer which
provides the process variable
and passes the PUT message
on to it. The project design
work must ensure that only one
DataServer is nominated as the
source for a process variable.

3. The DataServer receives the
message and sets the required
process variable to the value
specified in the message.

4. If there is a subscription for
this variable, it sends a STATE
message to the communicating
party. The STATE message con-
tains the current, altered value
of the process variable or “in-
validate” if the value could not
be set. If there is no subscrip-
tion the message flow ends at
this point.

5. The communicating party pass-
es the STATE message on to all
DataClients which have regis-
tered for this process variable
by a SUBS message.

6.4.6.2 Message flow in the case
of GET messages

A GET message is always initiated
by the DataClient. The purpose of
the message is to interrogate ex-
plicitly the current value of a pro-
cess variable.

1 The client sends the GET
message to the communicating
party.

2 The communicating party
identifies  the DataServer

www.tsawatersystems.com
Purity Beyond Expectation

- Instrumentation & Automation
- SCADA as per GMP 4 & 21 CFR Part 11

- Orbital Welding

- Boroscopy
- Electro Polishing

- Piping Erection

Services

wd

L

expertise and excelled
- Pure Steam Distribution System

- Sterile Manufacturing Vessel

- WFI Distribution System
- Sterile Process Piping

- Distribution System

Keyll

It's not what we do once in a while to deliver
in multiple with our”

endeavors

|
processes, to deliver more profitability to the

©
-
P
-+
=
(©)
=
v
Q
=
w0
(]
=
wn
S
>
(o
=
=)
c
©
i)
0
c
o
(9}
(]
S
<
w
-
.
<

quality. It's what we do consistently.”
businesses and prosperity to

- Ultra Filtration System
- Demineralization Plants

(o]V]g
technological
human kind.
Products

- Reverse Osmosis Unit
- Electro De lonization
- Purified Water

“"Consis

spuawe udiseq

+91 226117 7012 | E: base@tsapepl.com

202-203, Kshitij, Behind Garden Court, Veera Desai Road, Off I. P. Road, Andheri West, Mumbai 400 058.

TSA Process Equipments Pvt. Ltd.
T: +912261177000 | F:

JANUARY-MARCH 2013

PHARMA PRO & PACK



current trends

JANUARY-MARCH 2013

PHARMA PRO & PACK

w

providing the process variable and passes the GET message on to this
server.

The DataServer receives the message, reads off the current value of
this variable and sends a STATE message to the communicating party.
The STATE message contains the current value of the process variable
or “invalidate“ in the event that the value of the process variable is
invalid at the time or has not been set.

The communicating party passes the message on to the DataClient
that initiated the GET message and to all DataClients which have
registered for this process variable by a SUBS message, even when
the value of the process variable has not changed.

6.4.6.3 Message flow in the case of SUBS messages
A SUBS message is always initiated by the DataClient. The purpose of the
message is to log on for a change in the process variable.

1
2

The client sends the SUBS message to the communicating party.

The communicating party identifies the DataServer providing the
process variable and passes the SUBS message on to this server. Ad-
ditionally, it registers the DataClient internally as a subscriber to this
variable. All future STATE messages received by the communicating
party for this variable it passes on to this DataClient until it receives
a corresponding UNSUBS message from the client.

The DataServer receives the message and internally registers this
variable as subscribed. For each future change in this variable the
DataServer initiates a STATE message and sends this to the communi-
cating party.

In response to the SUBS message the DataServer sends an initial
STATE message to the communicating party. The STATE message con-
tains the current value of the process variable or “invalidate in the
event that the value of the process variable is invalid at the time or
has not been set.

The communicating party passes the STATE message on to all Da-
taClients which have registered for this process variable by a SUBS
message.

Further SUBS messages for this variable are answered by the server
with a STATE message.

6.4.6.4 Message flow in the case of UNSUBS messages

An UNSUBS message is always initiated by the DataClient. The purpose
of the message is to notify withdrawal from a registered interest in
change in a process variable which had been notified by a SUBS message.

1
2

3

The client sends the UNSUBS message to the communicating party.

The communicating party removes its internal entry identifying the
client’s subscription to this process variable. Only in the event that
this is the last (single) DataClient which has subscribed to this pro-
cess variable does the communicating party pass on the UNSUBS mes-
sage to the corresponding DataServer.

The DataServer receives the UNSUBS message and removes the vari-
able from its internal list of subscribed variables. After this it sends
no further STATE messages regarding changes occurring in this pro-
cess variable. Nor does it respond to the UNSUBS message.

6.4.6.5 Message flow in the case of STATE messages

A STATE message is always initiated by the DataServer. The purpose
of the message is to indicate a change in a process variable. When a
change occurs in the value of a variable, the DataServer sends STATE
messages only when there are subscriptions to this variable. Changes in
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process variables for which there
are no subscriptions, are not indi-
cated by STATE messages.

1 The DataServer sends the STATE
message to the communicating
party.

2 The communicating party pass-
es the message on to all Data-
Clients which have registered
for this process variable by a
SUBS.

3 Following the STATE message
the DataServer receives no re-
ply message from the commu-
nicating party; likewise no re-
ply messages are generated by
the DataClients which receive a
STATE message from the com-
municating party.

6.5 Communication layer 7a:
Interchange of process variables
Process variables are variables
which are used to control the pro-
cess and are important for sev-
eral subsystems of the full system
machine. They not only represent
process parameters but are also
used to communicate commands,
status changes, etc. (see Section
6.6). They are, therefore, subject
to conventions, e.g. regarding
naming. Accordingly, a description
must first of all be drawn up for
each process variable (PV) intro-
duced.

6.5.1 ComponentID

Normally, the status of process
variables in the entire system is
reported to all components which
have subscribed to these varia-
bles. For various services (e.g. log-
on or status inquiries), however, it
is unavoidable to address a device
or another component directly.
Accordingly, each component has
to be given a unique and configu-
rable name, its ComponentID. This
ComponentlID shall only consist of
the characters 0-9, a-z and A-Z.
All variable names intended to be
applicable to only one component
begin with the ComponentID and
an underline character.

6.5.2 Associated data
In version 2.0 of this specification,
access to process variables usually
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ensues on the basis of single vari-
ables, regardless of how these are
organized technically as data in
the component. In certain cases
this approach is not appropriate
because a PV only makes sense
in association with other PVs and
the consistency of the associa-
tion is not ensured in the case of
independent access. This is the
case, for example, when instan-
taneous values are involved which
are no longer valid at the time of
the next access, if the sequence
of accesses is important or when
a command is to be transmitted
with the associated command pa-
rameters. In this case associated
data are used which are transmit-
ted in the form of XML elements
containing items of structure in-
formation.

It is explicitly pointed out that as-
sociated data are intended only
for the purpose set out above.
The use of associated data for
structuring purposes is not per-
missible.

The following rules serve as a ba-
sis for the implementation of “as-
sociated data”.

1. The content of a message type
may consist only of

(@) a single character string
(xs:string) or

(b) an XML element possibly
containing other subelements
(referred to as the structure ele-
ment for associated data).

2. The character string <VDMAXML_
P> must not be used as part of the
content of the message type since
it is used for synchronization of
communication.

3. A structure element can in turn
have the following contents:

(a) A single character string in
which the data type can be more
precisely defined by the at-
tribute “d” in the surrounding
XML starting element but does
not have to be (e.g. d="i2"). If
no attribute ‘d’ is transmitted,
the data type is interpreted as
‘string’.
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(b) XML elements with the same element name represent a
complete array (see “UserRoles” in the process variable
“ComponentID_UserPerm”). The sequence of the XML ele
ments determines the index of the array element in
question.

(c) Different XML elements are the members of the substruc
ture and are subject to the rules of a structure element.

4. XML elements for representing “associated data” must not
possess any attributes. The sole exception is attribute “d” for the
structure element whose content is a single character string (see 3a).

5. In the case of arrays, all elements must always be transmitted.

6. A structure element of one type always contains the same
subelements.

7. The messages GET, PUT, SUBS and UNSUBS can only be executed for
the whole structure and not for individual elements. A data server
always provides the whole structure in a STATE message.

Examples:
A) Two-dimensional specification of a position for a sensor:

<VDMAXML_P>
<STATE v="Sensor” s="cur”>
<Position>
<X>7</X>
<Y>13</Y>
</Position>
</STATE>
</VDMAXML_P>

B) Process variable “ComponentID_UserPerm” for component “Panel1”:

<VDMAXML_P>
<STATE v="Panel1_UserPerm” s="cur”>
<UserPerm>
<UserLoginName>ADMIN</UserLoginName>
<UserID>ADMIN</UserID>
<UserFullName>Global
SystemAdministrator</UserFullName>
<LoginResult>PasswordInvalid</LoginResult>
<UserRoles>
<Role>Technician</Role>
<Role>Vision</Role>
</UserRoles>
<Expires>31</Expires>
</UserPerm>
</STATE>
</VDMAXML_P>

6.6 Communication layer 7b: Definition of special process vari
ables and message contents

In addition to process parameters, commands and status changes can
also be communicated by means of VDMAXML_P. For this purpose, the
special memory categories specified in attribute “s“ as well as special
process variables for the control of the DataServers are used. These
special process variables shall be subject to special agreement, if
applicable.
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- -
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6.6.1 Special memory categories for the transmission of commands
and status changes — attribute ‘s’

The attribute “s” (memory class) of a VDMAXML_P message
determines the routing. Thus, a distinction can be made in the data
flow between, for example, genuine process variables and commands.
In particular this determines whether a message is to be stored by the
component’s communicating party and whether it is passed on to Data-
Servers.

Name | Meaning

cmd Command, e.g. from visualization to another DataClient.
These messages are not to be stored in the system
(event message)

cur Instantaneous values from the process, setting values

fmt PV as stored in format

login Messages sent exclusively to the log-on server (event mes
sage)

mem PV when it is temporarily stored externally

msg Message; not stored by the communicating party

state Status messages, e.g. when a command has been executed

vds Control of DataServers

visu Private information of the visualization systems

Event messages are messages that are valid only at the moment of
origin. In a broker architecture, the message broker distributes them
just once to the current subscribers. After that the information they
contain cannot be interrogated any longer. Accordingly, a client which
subscribes to the corresponding PV only after it has been distributed
receives only the next transmission. All other PVs can be interrogated
at any time as to their current contents.

6.6.2 Internal variables for the control of the DataServers and for
diagnostic purposes

The following variable names are reserved for the control of the Data-
Server and for diagnostic purposes:

ComponentID_StartServer

ComponentID_StartScan

ComponentID_ServerStatus

ComponentID_ServerMessage.

The content of these variables will be specified in a later version of this
protocol.

The memory class for internal variables is vds; by this means the compo-
nent’s communicating party can ensure that the sending component has
the authorization to control the DataServers. The global variable name
is composed of the ComponentID of the DataServer and the variable
designation identified above, e.g.:

“vds ComponentID_StartServer”.

If a DataServer cannot operate these internal variables, it must not
be influenced by accesses thereto. DataServers can supply any other
internal variables as required, e.g. error counters or extended status
displays.

Example

<PUT s="vds” v="ComponentID_StartServer”>1</PUT>.
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6.6.3 Special process variables
for the implementation of cen-
tral services

The implementation of central
services requires special process
variables to be agreed upon. In
Appendix Il (informative) to this
publication, examples are given
for the implementation of the fol-
lowing services:

» Log-on/log-off service

« Change of password service

« Format service

« Audit trail service

« Event log service

The special process variables
specified there do not belong to
the normative part of the specifi-
cation of the communication pro-
tocol VDMAXML_P. They may be
subject to special agreement.

6.7 Communication layer 7c:
Services

The communication  protocol
VDMAXML_P can be used to imple-
ment services supporting central
user administration, a central au-
dit trail, a central format manage-
ment, etc. The implementation of
such services requires special pro-
cess variables to be agreed upon.
In Appendix lll (informative) to
this publication, examples are giv-
en for the implementation of such
services, based on the communi-
cation protocol VDMAXML_P. The
following services are specified:

» Log-on/log-off service

« Change of password service

« Format service

« Audit trail service

 Event log service

The specification of such services
does not belong to the norma-
tive part of the specification of
VDMAXML_P. The fact that a com-
ponent supports the communica-
tion protocol VDMAXML_P, does
not imply that the component sup-
ports also the services specified in
Appendix Ill. This is subject to spe-
cial agreement. Thus, in the case
of components supporting the
protocol VDMAXML_P, it is recom-
mended to mention additionally
which of the services specified in
Appendix Il are supported.

to be continued in Pharma Pro&Pack
( Apr-jun 2013 issue)
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